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We developed an electronic health record (EHR) diabetes register in which over 50 process and 
outcome variables related to the diabetes care can be collected. Our tool envisages common set data 
collections in diabetes in 12 countries in Black Sea are for tracking the progression of the disease as 
well as for epidemiological and clinical research. The system has a number of individual 
application/functions being serviced by a layer database of relational tables of the relational database 
management system (RDBMS) that stores patient’s details, clinical measurements, doctors and users’ 
information – the persons involved in the direct or indirect provision of healthcare services to an 
individual or to patients’ population. The privacy and data security issues are very well addressed 
according the existing EU legislation.  A particular focus on BSTD register development was the 
user-friendliness and its interoperability with other systems and networks.  

Keywords: Diabetes Mellitus; electronic health record (EHR); machine learning; data security; legal 
aspects; privacy. 

INTRODUCTION
1
 

Diabetes is now a pandemic disease with 
negative impact on the sustainability of public 
health care systems and a major medical burden 
mainly for low income countries as are majority of 
countries in the Black Sea area. Despite remarkable 
progress in the management of diabetes chronic 
complications, major unmet needs remain in terms 
of effectiveness of prevention interventions. 
Electronic health records (EHRs) systems are useful 
tools for clinical care of patients, in tracking the 
progression of the disease as well as for 
epidemiological and clinical research. 

In order to design and trigger the appropriate 
interventions in the DM patient’s care, there are 
diabetes centers and specialized diabetes hospitals 
in Europe (e.g. in Denmark) which regularly record 
patients’ data from points of care. These specialized 
databases are the primary source of data used by 
researchers and policy makers to estimate 
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prevalence rates of adequate versus inadequate 
health care management in addressing diabetes 
complications issues. For example, Rasmussen and 
colleagues published recently a paper1 by analyzing 
the routinely electronic collected data at the level of 
clinical interaction with both Type 1 and Type 2 
patients to assess diabetic foot ulcer (DFU) over a 
period of 14 years (2001–2014). According to the 
authors of this paper, patients were stratified 
according to etiology: neuropathic, neuro-ischemic 
or ischemic. The relevant conclusion, which is very 
convincingly integrated with the main role of 
regularly EHR of patients, is that the DFU 
incidence has decreased substantially in T1DM as 
well as in T2DM driven by a decrease in incidence 
of neuropathic ulcers. This example may be useful 
to illustrate the role of EHRs, respectively diabetes 
registers, in diabetes. 

The main aim of this second part of our paper is 
to describe the key components of the BSTD system 
related with the functionality of the system to 
integrate a variety of heterogeneous sources of 
clinical data in diabetes care in primary care and in 
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diabetes centers e.g. in ambulatory diabetes patients 
and in specialized diabetes hospitals. The system 
concept is based on a clear identification of the 
state-of-the-art related to EHR approaches and 
standards, key technologies and design approaches 
(e.g. legal and security challenges that should be 
considered before using EHRs). This part 2 of the 
paper envisions describing the development of the 
main functions of the BSTD electronic patients’ 
record system to register patient’s structured and 
unstructured data for the clinic use in diabetes both 
in primary care and in diabetes centers and 
specialized diabetes hospitals.  Our paper may be 
helpful for development diabetes register based on 
information and communication technologies that 
currently are implemented in medical informatics 
such as shared electronic cooperation platforms.  

PHYSICIANS SUPPORT 

In order to match the local clinic workflow with 
the usability of the BSTD registry system, the 
support physicians/nurses and GPs were involved in 
both the design and development phases. They 
contributed with professional comments and 
suggestions for improving the functionality of the 
system through frequent users’ feedback allowing 
for adaptation usability or changing requirements 
throughout the process of the project 
implementation. In the development phase the 
software components were need to undergo regular 
evaluations performed by the end users and iterative 
improvements in order to satisfy the user 
requirements. Therefore, usability is guaranteed 
because BSTD contains a set of functions around 
EHRs of a patient based on general concepts for 
efficient strategies of diabetes register development 
that combine a high level of functionality and utility 
with user-friendly and consistent user-interface.  

The main aims at designing and developing 
BSTD framework were to support efficient clinical 
practice through innovative medical informatics 
technological tools for more efficient health care 
(e.g. rapid access to information, to clinical 
protocols, to statistical reports, etc.) and a well-
established informatics engineering contribution to 
build “controllers” (e.g. statistical analysis and 
associated graphics) to guide diabetes care to higher 
quality. 

Diabetic patients’ interaction with the GP 
(family doctor): BSTD includes practical 
applications to be implemented as a reliable 
efficient medical informatics platform and 
management system for electronic health record 

(EHR) – based decision support in primary care of 
diabetes. Literature search

2
 indicates that the 

primary care EHR data provides clear and very 
good benefits to the prospective surveillance of 
incidence and prevalence of type 2 diabetes

3,4
. For 

example, BSTD is well suited for electronic patients 
recording in prediabetes screening and on 
epidemiological studies in detection of previously 
undiagnosed Type 2 diabetes cases. The potential 
impact of the outcomes of the implementation of a 
policy for systematic dysglycemia screening 
including formal training and EHR templates in 
primary care clinics is illustrated in a published 
paper in Diabetes Care, 2017

5
. Using the BSTD 

system there is a clear advantage to the primary care 
as a diabetes register because A1c, blood pressure, 
lipids, hypertension, smoking, obesity, etc. are 
parameters that can be recorded into our system.   
They are EHRs parameters that validate diabetes, 
hyperlipidemia, hypertension diagnosis in primary 
care. BSTD diabetes register was extensively tested 
in practice and it proved to be a valid EHRs source 
for epidemiological surveillance and quality care 
monitoring in Black Sea area population. In 
addition, the relevant research results show that 
electronic diabetes registries offer many benefits 
over paper-based registries, such as quality data 
validation. 

DATASET SELECTION 

The first step in implementation the BSTD 
project we had to address the necessary data sets to 
develop an international electronic health data 
record system in Black Sea area. This was the 
central aspect to this project for care diabetes 
management which includes also targeted 
guidelines (e.g. clinical protocols). However, we 
have observed that protocols and methods to collect 
data are different without taking into account 
ontologies and standardizations, and so such 
heterogeneous information cannot be integrated to 
make comparative epidemiological studies in Black 
Sea are. The lack of standardization of data 
definition was the essential drawbacks of the 
approach of routinely collection of hospital 
admission data at the beginning of 1990s decade for 
the measurement of the outcome indicators in 
diabetes services

6
. Therefore, aiming to address this 

issue of lack of consensus in diabetes care quality 
assessment, the WHO/Europe (Quality of Health 
Systems) has initiated the development (through a 
formal consensus process) of a common diabetes 
dataset entitled, “DIABCARE”.  Fields and 
definitions of DIABCARE have been agreed to 



High performance EHR in diabetes for countries in Black Sea Region. Part 2 – Functions implementation 139 

allow common monitoring of diabetes throughout 
Europe. Data parameters and definitions of 
DIABCARE (e.g. patient demographics, risk 

factors, intermediate outcomes)
7,8,9,10,11

 have been 
agreed at European level to allow common 
monitoring of diabetes throughout Europe

12,13
.  

 

 

Figure 1. DIABCARE dataset BIS and standard data definitions. 



140 Simion Prună et al. 

 

To develop BSTD register, it was necessary to 

take into account the existing standardized data sets 

such as DIABCARE
10,12,14

. This has been the best 

solution in order to speak the same language in 

terms of diabetes dataset in Black Sea region
15

. By 

using a common dataset in BSTD it was not 

necessary to spend a lot of time and financial 

resources to integrate different and heterogeneous 

information about diabetes coming from different 

and highly heterogeneous sources for retrospective 

and prospective clinical data analysis in 12 

countries in Black Sea area. Further, DIABCARE 

dataset has been created a bridge between West 

countries and East countries in Europe in diabetes 

care quality assessment and in the field of diabetes 

research. Finally, DIABCARE data set was adopted 

in developing the our BSTD system
16,17

. As is 

shown in Figure 1, DIABCARE data set 

encompasses a broad range of diabetes variables 

that reflect both patient health status and healthcare 

data collection process. In addition, the WHO in 

Geneva in collaboration with the CDC in Atlanta, 

USA designed and implemented free software 

DIABCARE Epi Info to collect data and to produce 

statistical analysis graphs, charts and tables (as an 

alternative to the Fax/scanning solution
12

). Epi Info 

allows data to be entered directly into a computer in 

a user-friendly manner. 

The DIABCARE data set BIS has been 

coherently structured that it is easily to register data 

on it. Diabetes care items are very well identified to 

enable consistent data capture and subsequent 

analysis. Over 50 process and outcome variables 

related to the diabetes care can be collected into 

DIABCARE BIS. There are comprehensive 

quantitative data items (variables) based on the 

measurements (e.g. HbA1c, BMI, BP, Creatinine, 

Microalbuminuria, etc., most recent value in the last 

12 months) and qualitative data items (e.g. smoking, 

alcohol, etc. based on answers Yes/No). The BIS 

data set form of DIABCARE (a page A4 size), as 

shown in Figure 1, was clearly designed to make 

very well identified and the logical data separation. 

MAIN MENU OF THE SYSTEM 

Figure 2 displays the main menu with the 
screenshot of the main functions (Main Menu) of 
the system with the initial installation and 
administrative configuration displayed. Administrative 
access to the diabetes registry BSTD is limited to 
one physician which has the role of the system 
administrator. The system administrator function 

(left column) is used to assigns the access rights to 
the Non Patients (clinicians) and Users (recorders) 
of the BSTD registry system.  The level of access 
rights are filtered and protected by a user ID and 
password because specific measures were taken to 
ensure the confidentiality and integrity of the 
patients’ data in our EHRs system. The content of 
this screenshot varies depending on the moment 
relative to the system initial installation and 
configuration. In Figure 2 it is displayed after ends 
the configuration process which is created and 
issued by the administrator and the administration 
functions were activated. 

The Main Menu screen with the Patient Records 

functions activated is displayed for the first start of 

the BSTD registry system after the administration 

configuration process. The system has a number of 

individual application/functions being serviced by a 

layer database of relational tables of the relational 

database management system (RDBMS) that stores 

patient’s details, clinical measurements, doctors and 

users’ information – the persons involved in the 

direct or indirect provision of healthcare services to 

an individual or to patients’ population. 

The functional framework refers to the 

screenshot of the main menu of the BSTD system 

and consists of five major functions: “System 

Administration”, “Patient Records”, “Reports and 

Statistics”, “Graphs” and “Clinical Protocols” as 

explained below.  It is good to mention that ethical 

or legal issues with medical research e.g. on human 

embryos or fetus or issues with research on animals 

do not apply to the BSTD system both for either 

clinical practice implementation or medical 

research. 

 “System Administration” function allows 

the update of the data about staff-members, users, 

health care facility, units for measurements, normal 

ranges for measurements, conversion rules for units. 

  “Patient Records” function allows the 

registration of a new patient, the recording of a new 

sheet, the correction of a sheet, the visualization of 

a sheet, the recording of the data about the patient’s 

death, the changing of the current user’s password. 

  “Reports and Statistics” function allows 

the printing of the selected sheets, the calculation 

both of the WHO DiabCare Aggregated Data 

(DAD) and of the Global DiabCare Aggregated 

Data. 

  “Graphs” function allows the visualization/ 

printing of various statistics in a graphical format. 
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Clinic levels level reporting can be visualized as 

tables and/or charts. 

 “Clinical Protocols” function assists the 

physician with medical information about diabetes 

mellitus. 

 

Figure 2. Main Menu Screen with the Administration functions 

activated. 

As it is shown in the following screenshots over 

next sections of this chapter, the DIABCARE forms 

and data items are all out there so many clinicians 

are very familiar with the BSTD dataset.  

The toolbar includes the following icons: 

 
Reports – allows the activation of the “Reports and 

Statistics” function based on real data from the 

BSTD system patients’ electronic records in clinical 

practice. It is enabled when the user were assigned 

by the administrator the right to use the "Reports 

and Statistics" function. Data exported in CSV 

format can also be used for benchmarking exercise 

for comparative illustration of the diabetes 

prevention with screening methods
18

 and assess the 

diabetes care outcomes in the different local health 

care systems in the Black Sea area. Any patient’s 

personal data will be processed in compliance with 

Directive 2005/46 on the processing of personal 

data, well covered in the existing EU legislation. As 

a default, for privacy and security requirements, the 

data will be anonymised and files used for analysis 

of data will not include information that could be 

used to identify specific individuals (e.g. name, 

initials nor birth date or their country of origin). 

 
Graphs – allows the activation of the “Graphs” 

function. It is enabled to all legitimate users with 

assigned right to use the “Graphs” function. 

 
Print – allows the printing of a report/graph. It is 

enabled when a report/graph is created. 

 
Prints Preview – allows displaying report/graph on 

screen just as it will look when printed. It is enabled 

when a report/graph is created. 

 
DAD – allows the activation of the “DIABCARE 

Aggregated Data” function. It is enabled when the 

user has the right to use the “DIABCARE 

Aggregated Data” function. 

 
Copy – it is used for the “DIABCARE Aggregated 

Data” function in order to copy the selected data 

into the memory. It is enabled after the end of the 

analysis for DIABCARE Aggregated Data statistic. 

 
Clinical Protocols – allows the activation of the 

“Clinical Protocols” function. It is enabled when the 

user has the right to use the “Clinical Protocols” 

function. 

 
About – allows displaying program information, 

version number and copyright. 

 
Help – allows obtaining additional information 

about the menu, button or field user click on. 

 
Exit – allows to stop the BSTD system and to return 

to the WINDOWS system. 
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Security function allows the changing of the 

password for the current user. Access control is 

based on a password mechanism as is shown in 

Figure 3. Selection of access is restricted depending 

on user rights based on a password mechanism. 

Passwords are stored in encrypted form in the 

system. BSTD system permits but not requires that 

the password is changed regularly by the user. 

 

Figure 3. Selection of access which is restricted depending on user rights and based on a password mechanism. 

MEASUREMENTS UNITS FUNCTION 

In this module, the measurement units’ 

configurations for the main components of quantity 

parameters of our EHR system are described. 

Parameters that are significant in a real-world 

clinical scenario for the measurement section of the 

BSTD system based on DIABCARE basic 

information sheet e.g. laboratory test results such as 

hemoglobin A1c laboratory tests (the main blood 

glucose indicator for Diabetes), LDL cholesterol 

concentration (for Hyperlipidemia), etc. are 

mirrored in the measurement screen of the system 

as shown in Figure 4. The BMI (for Obesity) is 

calculated automatically by the system from weight 

and height parameters. 

 

Figure 4. Measurement screen. 

UML ACTIVITY DIAGRAM 

Basic components of the GOMBSTD V2.0 object 

model of workflow descriptions and corresponding 
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data objects, associated data requirements and their 

corresponding attributes for quantity cluster are 

presented in Figure 5 as a Unified Modeling 

Language (UML). It is an information model in 

software engineering for representation of 

relationships, constraints, rules and operations to 

specify patient data collection and to describe 

functional and technical requirements for this 

module of our EHR system for collecting patient 

data quantitate data such as glycosylated 

haemoglobin (HbA1c), HDL-col, etc., which are  

clearly presented in Figure 4. It is good to mention 

here that our GOMBSTD V2.0 object model is 

based on CEN/ISO EN13606 European Standard 

standard
19,20

 communication extracts. The BSTD is 

based on ISO EN 13606 because ISO EN 13606 

represents specifications for the exchange of EHR 

Extracts
21

. This standard has been developed by 

Technical Committee of the European Committee 

for Standardization (CEN). 

Special attention was paid to avoid incorrect 

values of quantity parameters for each relevant 

laboratory test. So, in order to provide effective 

tools for units of measurements configuration, the 

“Units” function offers the following options: 

 Recording of a new unit. 

 Visualization of the selected unit. 

The Unit Options Screen is shown in Figure 6. It 

allows the recording in the database of the 

information about a new unit of the selected type. It 

allows also the visualization of the information 

about the selected unit. 

 

Figure 6. Unit options screen. 

The “Limits” function allows the management of 

limits to reasonable value ranges for the numeric 

fields of the DIABCARE basic information sheet. 

The values entered in the numeric fields through the 

“Patient Records” functions are verified against 

these limits if any. If the value is not within these 

respective limits the system may trigger 

automatically a notification message (e.g. alert) 

which is displayed in a widow on the screen. 

The “Limits” function offers the following 

options: 

 Recording of new limits for the selected field. 

 Correction of the limits for the selected field. 

The screenshot for the Limits function 

(exemplified for microalbuminuria) is shown in 

Figure 7. It allows the definition of the 

characteristics (the default unit, precision, type of 

value, and lower and upper allowed limits) of the 

numeric fields. 

 

Figure 7. Limits for microalbuminuria. 

The “Fields Configuration” function (Figure 8). 

It allows the definition of the characteristics (the 

default item, precision, value, min value and max 

value allowed) of the numeric fields of the 

measured parameters such as Wight, Height, 

HbA1C, etc. 

The “Fields Configuration” function offers the 

following options: 

 Visualization of the characteristics of the 

selected field, 

 Correction of the characteristics of the 

selected field. 
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Figure 8. Fields configuration screenshot. 

 
 

PATIENT RECORDS 

The “Patient Records” function is the point 

where all information is recorded or is made 

available to healthcare professionals. The graphical 

user interface for adding new patients (new sheet) 

or editing (view an existing sheet) a current patient 

is user friendly. The “Patient Records” functions 

allow managing the patient EHR: 

 New Patient – allows the registration of a 

new patient and the recording of his first 

sheet. 

 New Sheet – allows the recording of a 

new sheet for an already registered 

patient. 

 View – allows the visualisation of the 

selected sheet of the patient. 

 Corrections – allows the correction of the 

last sheet of the patient. 

 Deceased Patient – allows the recording of 

the data about the patient’s death. 

 Void Death Patient Recording – allows the 

cancellation of the data about the patient’s 

death. 

The BSTD system allows the recording of 

identification data for the patients that can be 

subsequently used in order to retrieve him in the 

database. Some of these data are mandatory. The 

following identification data can be recorded for a 

patient: name, additional names, date of birth, 

gender, patient number, additional identifiers, 

address, phone number, fax number, e-mail.  

Most of these data are included on the Patient 

“Identification Screen” as shown in Figure 9. Other 

data are included on additional screen (Patient 

contact details) presented below in Figure 9. 

 

The “New Patient” function, shown in Figures 4–

15, performs two steps such as: 
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1. Registration of the patient.  

2. Recording of the sheet. 

After the activation of the “New Patient” 

function, the “Patient Identification Screen” is 

displayed (Figure 9). The identification of an 

existing patient is based on the patient’s 

identification number, allocated automatically by 

the system at the registration of the patient. The 

structure of the ID-Number is: the code of the 

country (2 characters) + the number of the centre  

(2 characters) + the local number of the patient in 

the centre (8 characters). The codes of the countries 

are: RO – Romania, GR – Greece, MD – Moldavia, 

UA – Ukraine.  

The ID-Number is used to uniquely identify the 

patient. If this number is not known, other data can 

be used for specifying search: surname, forenames, 

date of birth, gender. The BSTD system also allows 

the recording of the “Patient Number”, which 

represents the number of the patient used in the 

health care facility (hospital, diabetic centre, etc.). 

This is also used for specifying search of the patient 

in the BSTD system. 
 

 

Figure 9. Patient identification screenshot for the “Registration of the Patient”. 

 

EHRs DATA STREAMS FOR MACHINE 
LEARNING MODELS 

We believe that longitudinal data collection 
through BSTD system, which is based on 
standardization protocols and methodology of data 
acquisition and processing, might have a very high 
impact in  diabetes care because meanwhile to allow 
extracting new knowledge from multivariable 
clinical and health care in diabetes complex data, a 

new technological paradigm has been developed in 
data analysis e.g. BIRO technology as it was 
detailed described elsewhere

22
. Moreover, currently 

in the big data era is using significantly advanced 
biotechnology based on prediction machine learning 
or “artificial intelligence” (with prediction accuracy 
of 94%, sensitivity of 93%, and specificity of 94% 
as is described in paper

23
) and data mining methods 

through patients’ stratification and in-silico 
simulation. It is using genetic data and clinical 
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information generated from large Electronic Health 
Records

24
. In this respect it is necessary to filter, 

enrich, and integrate data from external databases to 
improve machine learning predictive results to find 
new predictive results in diabetes care. Since a 
machine learning predictive system deals with 
incoming EHRs data streams as the primary source 
to integrate clinical data with new sources of omics 
data, the quality of data is of high importance 
because insufficient data quality will result in a low 
performance of the predictive system. Therefore, as 
has been described above the quality of data in 
BSTD diabetes register were to be assured through 
technical solutions which automatically checked the 
accuracy and completeness of data registered into 
the system.   
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